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HHCTPYKIUA
JOJIDKHOCTHOMY JIMIY OIIEPATOPA

1o o0ecrneYeHn 0 0e30MaACHOCTH MEPCOHAIbHBIX JJAHHBIX NIPH
X 00padoTKe ¢ MCNOJIHb30BAHMEM CPEACTB ABTOMATH3AIMH

1. O01ue cBeaeHns

1.1. Ha3nauenmue

Hacrosmas WHcTpykuus ompenensier O0S3aHHOCTH, TMpaBa W OTBETCTBEHHOCTH
noyib30Bareyeil mpu  o0pabOTKEe TMEepPCOHANBHBIX JAaHHBIX C HCIOJB30BAHUEM CPEICTB
aBTOMAaTH3alMX ¥ WH(POPMALMOHHBIX CHCTEM MEPCOHAIBHBIX JaHHBIX, UCIONB3YeMbIX B MBOY
COIL Nel18 um.B.K.Kokkunaku (anee — Opranusarusi).

1.2. Hean pazpadorku UHcTpyKUMH
Hacrosimmas MHCTpyKIUs MpUHSTA B HEJSX:
oOecrieyeHus OE30MaCHOCTH MPH pabOTe MOJIb30BATENCH C MEPCOHAILHBIMU JaHHBIMU C
HCIIOJIB30OBAHHUEM CPCACTB aBTOMATU3AalIUU U I/IH(i)OpMaIII/IOHHBIX CHUCTEM NICPCOHAJIBHBIX JaHHBIX
coOroicHusT TpeOOBaHMI 3aKOHOMATEIBCTBA U HOPMATHBHBIX JOKYMEHTOB B cepe
MEePCOHANBHBIX JTAHHBIX.

1.3. O6sn1acTh NpUMeHeHUs!

Hacrosimuit TOKyMeHT pUMEHSeTCS:

K IpoleccaM o0pabOTKH MEpPCOHANbHBIX JaHHBIX, B KOTOPBIX HCIIOJIb3YIOTCS CPEJCTBA
aBTOMaTHU3alluu 1 I/IH(l)OpMaIII/IOHHBIe CUCTCMBI IIEPCOHATIBHBIX JAHHBIX;

KO BceM 000co0JIeHHBIM Nofipa3aeneHusM Oprauusanuu;

KO BCEM yJaJIeHHBIM COTPYIHHKAM, HE3aBUCHUMO OT UX MECTOIOJIOKEHHS.

1.4. Aynuropus
WNHcTpyKIus npeaHa3HadeHa AjIsl CIeyIOIUX KaTeropuil coTpyJHIUKoB Opranu3anuu:




COTPYAHUKH, SIBJISIFOLITUECS M0JIb30BATEISIMU CpelCcTB aBTOMATHU3ALNHI
1 MHGOPMAITMOHHBIX CUCTEM MEPCOHATBHBIX JTaHHBIX;

CUCTEMHBbIE aIMUHUCTPATOPHI;

aJIMUHHCTPATOPBI HHPOPMAIIMOHHOM 0€30IacHOCTH.

[Ton corpynuukamu B Hactosuledl MHCTpYKIMHM MOHUMAIOTCS JIMIA, COCTOSIINE B
TPYIOBBIX WM JOTOBOPHBIX OTHOLIEHUIX ¢ Opranu3anuei.

Bce ykazaHHBIE COTPYIHUKH JTOJIKHBI OBITH O3HAKOMIICHBI ¢ [Topsikom.

1.5. HopmaTuBHbIe CCHIKH

Wuctpykuus pa3paboTaHa B IENSX peaju3allly CIEAYIOIMIUX HOPMAaTHBHBIX MPABOBBIX
aKTOB:

®denepanbHblil 3akoH oT 27.07.2006 Ne 152-D3 «O nepcoHaIbHBIX TaHHBIX,

@enepanbublii 3akoH o1 27.07.2006 Ne 149-d3 «O06 unpopmaium, HHPOPMAITMOHHBIX
TEXHOJIOTHUSX U O 3aIuTe HHPOPMALIUN;

[locranoBnenue IlpaBurensctBa Poccuiickoit ®@enepanuu ot 01.11.2012 Nelll9 «O6
YTBEpXKJACHUM TPEeOOBAaHUN K 3alllUTe TMEPCOHAIBHBIX JaHHBIX TMpuU UX 00paboTke B
MH(OPMALIMOHHBIX CUCTEMaX MEPCOHATBHBIX JaHHBIXY;

[Tpuka3z ®CTOK Poccuu ot 18.02.2013 Ne 21 «O6 yrBepxkaenun CocTtaBa v CoACpKAHUS
OpPTaHU3AIMOHHBIX ¥ TEXHHYECKUX Mep M0 o0ecTiedeHno 0€30IacHOCTH NMEPCOHATBHBIX TaHHBIX
pu ux 00paboTke B MHPOPMAITMOHHBIX CUCTEMAaX IMEPCOHATBHBIX TaHHBIXY.

1.6. Cpoxk neiicTBUSI U MOPSI/IOK BHECEHUsI H3MeHEeH Uit

WHCTpyKuMs JAEHCTBYET € MOMEHTa YTBEpXKIEHHS U JIeHCTByeT OeccpodHo a0
YTBEPK/ICHHS B HOBOM pENaKIMK WX U3/IaHUs TOKYMEHTA, €€ 3aMEHSIOLIETO.

JIOKYMEHT MOAJIEKUT PETYIIPHOMY NEPECMOTPY € MEPUOJAUYHOCTHIO He pexe 1 pa3a B 3
rojia, a TakXKe B clydyae U3MEHEHUs1 TpeOOBaHUHN 3aKOHOATEIbCTBA, U3MEHEHHS OLIEHKU PHCKOB
nHpOpMalMOHHOM Ge3omacHOCTH. V3MeHeHHs B MOJOXKEHHE BHOCSTCS MyTeM M3/1aHUs HOBOU
BEPCUU U O3HAKOMIICHHUS C HUM COTPYAHHUKOB.

Cpok xpaHeHHUs [ocJie MPeKpaIleHus JeHCTBUS: TOCTOSIHHO.

1.7. Ucnonb3yemble COKpAaLEHU S

BbJ1 — 6a3a naHHbBIX;

Wb — undopmarmonHas 6€30MacHOCTb;

NCTIIH — nadopMalimonHasi cucTeMa NMepCOHAbHBIX TaHHBIX;
I1/TH — nepcoHabHBIE JAHHBIE,;

ITIK — nepcoHanbHbIN KOMIIBIOTED;

[1O — nporpammHOe obecrnedeHue;

OTP — One-Time Password.

2. O0uIMe MoJI0KeHu

2.1. B HacTosmeW  MHCTPYKIMM  pPacCMaTpUBAaIOTCAd  OOS3aHHOCTH, IpaBa
Y OTBETCTBEHHOCTD IS CIEAYIOUINX (PYHKIIMOHAIBHBIX POJIei:

Anmunuctpatop Wb — coTpyaHHMK, OTBEYAarOUIMil 3a YCTAHOBJIEHHWE M KOHTPOJIb
TpeboBaHuil Oe3zomacHocTH mpu oOpaboTke IIJ[H aBTOMATH3MPOBAHHBIMU CpPEACTBAMH M B
NCTI/n.
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CucTeMHBIM aIMUHUCTPATOpP — COTPYAHMK, BBINOJIHSIONIMNA YCTaHOBKY, HACTPOMKY H
noanepxkky IIK monp3oBaTenell, a Takke OTAEIBHBIX CPEICTB 3allUThl MHGOpMauu B
COOTBETCTBUU C HACTOAILEH HHCTPYKLUEH.

[Tonb30BaTens - COTPYIHUK, pabOTAIOIIHIA C CepBUCAMU U MH(DOPMAITMOHHBIMU CUCTEMaMHU
MEePCOHANIBHBIX JIaHHBIX, U HUcnonb3dytommi g storo IIK, B pamkax BBIIIOJIHEHHS CBOUX
(hYHKIIMOHATILHBIX 00S3aHHOCTEH.

Hoctyn k UCII/IH u cpencrBam aBromMartu3anuu npenocrasistorcs [lonas3oBarensm B
cooTtBeTcTBUH ¢ [lonoxkenrneM no o06paboTke nepcoHaNbHbBIX JaHHBIX Ha3BaHue opraHuzanuu.

2.2. O6s3anHocTH Anmunuctpatopa b n CucreMHOro aiMHHHCTpAaTOpa HAa3HAYAKOTCS
Corpynnukam  mnpukazoM  pykoBoautens OpraHuzanuu, ONPEACNAIOTCS  OTACIbHBIMU
WHCTPYKIUSAMHU, a TAK)KE HACTOSIIEH MHCTPYKIIUEH.

2.3. Ilepeuens MCII/IH, pa3pemieHHbIX K UCIOIB30BAHUIO, UX XaPAKTEPUCTHKH M YPOBHH
3aIUIIEHHOCTH TEPCOHAIBHBIX JaHHBIX YCTAaHABIMBAIOTCS W YTBEPXKAAIOTCS MPUKA30M IO
MPEANPUITHIO.

2.4. TlepeueHb COTPYAHHMKOB, KOTOPBIM pa3pelieHa 3aluCh MEPCOHANBHBIX JAHHBIX Ha
cwemubie Hocutenu uadopmanuu (USB Flash, Floppy, USB HDD, DVD u npyrue) onpeaensercs
MIPUKA30M 110 OpraHu3aIliu.

2.5. Pazpemraercsi COTpyJHHKAM HCIIOJIB30BaTh HOYTOYKH 3a TpeAesaMyi OpraHU3allHH, B
JUCTAaHIIMOHHOM peXHUMe pabOThI IPH YCIOBUU COONIOICHUS Mep O€30MacHOCTH B COOTBETCTBUU
¢ paznenom 8 Hactosmeit Uuctpykiuu.

3. OcHOBHBIE TPeOOBaHUS /51 KOMIILIOTEPOB
3.1. MoOHUTOPBI KOMIIBIOTEPOB HE JOJKHBI OBITh IMPOCMATPUBAEMBI MOCETUTENSIMHU U
yepe3 okHa. Ha okHax JOJKHBI ObITH MPEIYCMOTPEHBI IITOPHI MM JKAII03H, HE JIOIyCKaroIue
MIPOCMOTPa MOHUTOPOB, TIOBEPHYTHIX B CTOPOHY OKHA.
3.2. KoMImbioTephbl MpH OTCYTCTBMU aKTHBHOCTH TIOJB30BaTenss B TedeHne 10 MUHYT
JIOJKHBI OJIOKMPOBATHCS aBTOMATHUYECKH.
3.3. KomnproTeps 1 cetb OpraHu3ayu JODKHBI OBITH 00ECTICYEeHBI:
a) OC Windows (Bepcusi, He CHATasl ¢ HOJAEPHKKU IPOU3BOIUTEIIEM);
0) antuBupyc Kaspersky Endpoint Security (texymas Bepcusi), peryiasspHoe 0OHOBJICHHE
HE pexe 2 pa3 B JeHb M TOIKIIOUEHHE K OOJayHBIM cepBHCaM O€30MacHOCTH
Kaspersky Security Network;
B) HaJEKHBIE CIOXKHBIE TAPOJIM U YUETHBIE 3aIIMCH MOJIb30BaTENEH;
I) peryiasipHoe OOHOBJeHHME He pexe 1 pasa B Mecdll ONEpallMOHHBIX CHUCTEM U
cucremHoro [1O unu mpu BBIX0/1e KPUTHIECKUX OOHOBIICHUH.

4. O0s13aHHOCTH T0J1b30BaTeJIsl
4.1. Tlonmp3oBaTenb B paMKax CBOMX (YHKIIMOHAJIBHBIX OOS3aHHOCTEH B Ipolecce
00pabOTKH MEPCOHAIBHBIX IAHHBIX C HCIIOJIB30BaHUEM CPE/ICTB aBTOMATHU3alUK 00s3aH:

a) HMCMOJb30BaTh UX JUISI BHIIIOJHEHUS CIIY)KEOHBIX 3a/lad B CTPOTOM COOTBETCTBHH CO
CBOEH JOKHOCTHOM MHCTpYKLMEN U TpeboBaHUsAMHU HacTosuel MHcTpykumuy;

0) ucmoyb30BaTh s OoCcTymna K cpeactBaMm aBromarm3anuu U CIIIH coOcTBeHHYIO
YHUKAJIBHYIO YYETHYIO 3aIIMCh U COOTBETCTBYIOIINN €1 MapoJib;

B) XpaHUTh B TailHEe MapoOJIH JOCTYIIA;

I') HE JIONyCKaTh U paboTe CO CpeicTBAMH aBTOMATU3ALIMH POCMOTP TOCTOPOHHUMHU
JIMIIaMU TIEPCOHANIBHBIX TAaHHBIX, 0TOOpakaembIxX Ha nuctiee [1K;
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1) OnokupoBath dKkpaH auciuies APM mpu ocraBienuu pabouero mecra (HakaTHEM
Win+L B Windows;

€) HeMeJIEHHO HH(OPMUPOBATH JIUI0, OTBETCTBEHHOE 32 3aLUTY HHPOPMALIUH, B CIydae
OOHapyKeHHsI IOINBITOK HECAaHKIIMOHMPOBAHHOIO JIOCTyNIa MJIM BHUPYCHOI'O
3apaxKeHMs;

) HE OTKPBIBAaTh BIIOKEHUS IOAO3PUTEIBHBIX BXOJSIIUX COOOIICHHHA 3JIEKTPOHHOU
MOYTHI, HE HAKUMATh CCHUIKA B TaKMX COOOINEHHSX, YIAIATh TaKue COOOIICHHS B
Cllyua€ HEBO3MOXXHOCTH YyJOCTOBEPUTHCS B HCTOYHHMKE COOOIICHHUS H  €ro
Ha3HA4YCHUH;

3) HE OTKPbIBaTh HEU3BECTHBIE CAUTHI M HE IEPEXOAUTH 110 MOJI03PUTENILHBIM CChUIKAM; H)

UCIOJIb30BaTh ChEMHBIE HOCUTENIN MH(POPMALUU TOJBKO B LEISIX 0OecreueHus
00s13aHHOCTEH, ONpeIeIeHHBIX TPUKA30M I10 OpraHU3aluu;

K) IpH paboTe ¢ YyBCTBUTEIHHON HH(pOpMALHEl, KOMMEPUECKOH TaiiHOM MPUMEHSTH IS
yIAJICHUsI YEPHOBHKOB M HEHCIIONB3YeMbIX (DAalOB TOJNBKO CHEIHaIbHBIE
poTpaMMBbl, rapanTupyoomue ynanenue: Hanpumep, WIPE, sdelete, kotopsie moryT
OBITH BCTPOCHBI B MEHEKEPHI (haiiioB.

4.2. TTosp30BaTENIO 3aMpeniacTcs:

a) MPEIOCTABIATH JOCTYII K MH(POPMAIIMHU, COJIEpIKAIEH TepCOHaIbHBIC JaHHBIC, JTHIIaM,
HE JIONYIICHHBIM K UX 00pabOTKe B COOTBETCTBUU C MPUKA30M;

0) caMOCTOSITEIBHO M3MEHATh KOH(PUTYPALIMIO ammapaTHO-iporpaMMHbIX cpeacts UC;

B) OCYIIECTBIIATH JEHCTBUS MO MPEOJOJICHHUIO YCTAaHOBIECHHBIX OTPAaHUYEHUI Ha JOCTYI
K cpeactBam aBromatusanuu u UCIx;

I') OTKJIIOYATh UM U3MEHATh KOH(PUTypalMio CPEJICTB 3allUThl HH(popMaIuy;

1) yCTaHABJIMBAaTh HAa aBTOMAaTU3UPOBAaHHOE pabouee MECTO IMPOrpaMMHOE 0OecleyeHue,
HE CBA3aHHOE C MCIIOJIHEHHEM CITy>KE€OHBIX 0053aHHOCTEH;

€) coo0maTe KOMy-1100 YCTHO MM MUCbMEHHO JINYHbIE aTPUOYTHI JOCTYIA K CPEICTBAM
apromarusanuu 1 UCI1/Ix;

) MPOU3BOJIUThH KaKkue-ITM00 N3MEHEHHUs B MOJKIIOYEHUH U pa3MEUIeHUH TEXHUYECKUX
CPEICTB;

3) OCTaBJISITh OECKOHTPOJIBHO aBTOMAaTU3UPOBAHHOE pabodyee MECTO C 3arpy:KEHHBIMHU
NIEPCOHAIBHBIMU JIaHHBIMH, C YCTAHOBJICHHBIMM MAapKHPOBAHHBIMH HOCUTENISIMH, a
TaKXe pacreyaTbIBaeMbIMU OyMa)KHBIMHU JJOKYMEHTAMH C NEPCOHATbHBIMU IaHHBIMHU.

4.3. TTonp30BaTeNlh UMEET MPABO:

a) obpabateiBaTh (CO37aBaTh, pelaKTUPOBaTh, YHUUTOXKATh, KOMUPOBATh, BHIBOJUThH HA
nevyaTh) MHGOPMAIIMIO B TIpe/iesiaX YCTAaHOBIEHHOTO 00beMa U MOJTHOMOYHIA;

0) moy4arthb OT JIUL, OTBETCTBEHHBIX 32 OpraHU3aIII0 00paOdOTKN MEPCOHATBHBIX JaHHBIX
U 3a 3aluTy UHGOPMallMU KOHCYJIBTaTUBHYIO IIOMOIIb IO BOMPOCAM IKCILTyaTaluu
cpenct aBromaruzauuu u UCIT/IH.

5. llopsinok ncnoab30BaHus nNapoJei

5.1. O6mue TpeGoBaHMsI K MAPOJISAM U CPEACTBAM ayTEHTU(DUKAIIIH.

5.1.1. Tlopsnok npuMeHsieTcs K maposisim aiist cpencts apTomatusanuu u UCIH, a Takxke
kK cpeactBam VPN, cereBoMy 000pyaOBaHHIO, CHCTEMaM OOECTICYCHHS JKCILTyaTallvH,
MH(QPaCTPYKTYpPHBIM CEPBHCAM, CEpBHCAaM OE30MMACHOCTH, PE3EPBHOIO KOMTUPOBAHUS U IPYTHM.
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5.1.2. JIuyHble MApOJIU TOCTYNA COTPYAHUKOB OpraHu3aiuu JA0JKHBI ((OPMUPOBATHCS U
pacrpeneNnaTbesi C y9eTOM CIEAYIOUINX TPeOOBaHMIA:

a) UJIEHTU(UKATOPHI IOJIb30BaTENE M MX NapoJu JOJKHBI OBbITh YHUKAIbHBIMM JUIS

Ka)J10T'0 110JIb30BaTeIIs;

0) MapoM JOJKHBI COCTOSTh KAK MUHUMYM U3 8 CHMBOJIOB (HE JTOJDKHBI OBITH MMEHAMH
WJIM U3BECTHBIMHU (ppazamu);

B) JJIMHA Tapoiiell Mans aAMHHUCTPATOPOB CEpPBEpOB, 0a3 JaHHBIX, CETEBOTO
000pyI0BaHUs, a TAK)KE CPECTB 3AIIUTHI HHPOPMAITUH JTOJIKHA COCTABIISTH HE MCHEE
10 OykBeHHO-IIM(PPOBHIX CUMBOJIA;

I') B YHCII€ CHMBOJIOB IapoJist 0053aTeNbHO JOJDKHBI IPUCYTCTBOBATh OYKBBI B BEPXHEMU
HIDKHEM perucrpax, uudpsl. PekomeHayercss MCIosb30BaTh B MapojbHOM (paze
crenuanbabie cumBogbl (@, #, $, &, *, % u 1.11.);

1) Mapojb HE JOJDKEH BKIIIOYaTh B €€O0sl JIETKO BBIYMCISIEMbIE COUYETAHUS CHMBOJIOB
(umena, pamummu, HanmenoBanus [1K u 1.71.), a TakKe OOIIENPUHATHIE COKPAIICHUS
(IIK, BM, USER u T1.11.);

€) TapOoJIH JOJDKHBI IEPKAThCS B TaiHE, TO €CTh HE IOJDKHBI COOOIAThCs APYTHM JIFOJISM,
HE JIOJDKHBI BCTABIISATHCS B TEKCTHI TPOTPaMM, U HE JOJDKHBI 3aIACHIBATHCS HA Oymary;

) 4TOOBI IPEJOTBPATUTH MCIIOJIB30BaHUE TOTO YK€ CaMOro WM YraJblBaéMoro napoJs,
HapoJIu JI0JIKHBI MEHATBCS HE pexe, ueM Kaxsle 90 nHeil;

3) Hapojid YYETHBIX 3alucel aaIMUHMCTPATOPOB CEPBEpPOB, 0a3 IaHHBIX, CETEBOTO
000pyI0BaHUs, @ TAKXKE CPEJCTB 3aIUThl MHPOPMALMU JODKHBI MEHATHCS HE pexe
YeM pa3 B MecslL;

1) [P CMEHE MapoJjsl HOBOE 3HAYEHHE JOKHO OTJIMYAThCSl OT IMPEJbIAYILEro HE MEHEe
YeM B 3 ITO3UIIHAX;

K) y4YETHbIE JIaHHBIE IOJIb30BaTENEeH IODKHBI OBbITh 3a0JOKHpPOBaHBI mocie 5 (ISATH)
HEYIauyHBIX TIOMBITOK BX0/a B cucteMy Ha 30 MuHyT. Bee ciryuan HeBepHO BBEIEHHBIX
napoJieii ¥ pakT 6JIOKUPOBKH JOJKHBI OBITh 3aIIMCaHbl B CHCTEMHBIN JKypHaJI, B IEJAX
OTIpeieNIeHus M pacciel0BaHNs MHIMJIEHTa HHPOPMALIMOHHOM 6€30MacHOCTH;

J) ceaHchl paboThl nmosb3oBaTeneil ¢ IIK u cereBbIx coeanHeHuil ¢ cepBEpOM JTOJKHBI
O5okupoBaTbcs mocie 15 MUHYT HEaKTHBHOCTH (MM JPYroro COIJIaCOBAaHHOTO
nepuoa). [y BO30OHOBICHUS ceaHca JI0HKEH CHOBa TPEOOBATHCS BBO TTAPOJISL.

5.1.3. Pabotaukn OpraHu3zaiiu, HCIOJB3YIOINE B pabOTe CpeACTBa aBTOMATHU3ALUU U
nmeromue goctyn kK MCIIJIH, mOMKHBI OBITH O3HAKOMIIGHBI C TIEPEYUCICHHBIMH BBIIIE
TpeOOBaHUSAMU M OTBETCTBEHHOCTH 3a pasIJIallieHWe MapojbHOW HHPOpMAlMM, a Takke 3a
UCIOJIb30BaHUE MapOJIel, HE COOTBETCTBYIOLINX JaHHBIM TPEOOBaHUM.

5.14. Jlna reHepauuu CIOXHBIX Tapojieil MOTYT TPHUMEHSATHCS CIIeHUaIbHBIC
MIPOrpaMMHBIE CPEJICTBA.

5.1.5. Cucrema IEHTpaTU30BaHHOM TIeHepalMM M paclpelesieHus] Hapojie 10JKHa
UCKJII0YaTh BO3MOXHOCTh O3HAKOMJIGHHS MOCTOPOHHUX JIMI[ C TMAapoJsIMH COTPYIHHKOB
MTOAPA3ACIICHUMN.

5.1.6. B pamkax nomeHa OpraHu3anuy JOJDKHBI HCHOJB30BATHCS IICHTPATHM30BaHHBIC
MOJIMTUKH, pealln3yeMble CpeICTBaMU KOHTposuiepa momeHa Microsoft Active Directory c
MPUMEHEHHEM TPYITIOBBIX MOJUTHK.
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5.1.7. B cnmyyae BO3HUKHOBEHHH HEIITATHBIX CUTYAIH, (POPC-MaKOPHBIX 0OCTOSITEIHCTB
U T.I1., @ TAK)Ke MPU HAJTMYUHU TEXHOJOTUYECKOW HEOOXOAMMOCTH UCIIOJIb30BaHUSI UMEH U MapoJieit
HEKOTOPBIX COTPYAHHUKOB (MCIOJHUTENIEH) B UX OTCYTCTBHE, TaKU€ COTPYAHHUKHU O0s13aHbI Cpa3y
K€ T0CJIE CMEHBI CBOMX IapoJjieil X HOBbIE 3HaUEHUS (BMECTE C MMEHAMU COOTBETCTBYIOLIUX
YUYETHBIX 3aIlUCeii) B 3alieyaTaHHOM KOHBEPTE MepeaBaTh Ha XpaHeHue aamuHucrparopy MUC.

5.2. Ilopsiiok cMeHBI TapoJIeii.

5.2.1. TlnaHoBasi cMeHa Mapojeil Mmoyb3oBaTeNell MOJKHA MPOBOAUTCA PETYJSPHO, HE
peke OJTHOTO pasa B MOIYTOAHE.

5.2.2. BHeriaHOBas CMeHa JIMYHOTO MapoJis, OJIOKMPOBKA UITK yJaJIeHUE YUYEeTHOM 3amucu
paborHruka OpraHu3anuy B Cilydyae MPEKPALICHHUS €ro MOJHOMOYHMH (yBOJBHEHHE, MEpexoi B
Apyroe ToOApa3felieHue W T.JA.) JOJDKHAa Npou3BOAUTHCA CHCTEMHBIM aJMUHUCTPATOPOM
HEMEJUIGHHO TIIOCJIeé OKOHYaHHWs IIOCIEIHEro ceaHca paboThl JaHHOTO pPa0OTHUKA C
MH(OPMALIMOHHBIMU CUCTEMAaMHU.

5.2.3. Tlonmnas BHeIJIaHOBas CMEHa TMapojiel BceX IOJIb30BaTeNel  JIOJDKHA
MIPOU3BOJIUTHLCS B Cilydyae MpeKpalleHus TOJTHOMOYHI (YyBOJIbHEHUE, IEPEX0/] Ha APYTYI0 paboTy
BHYTpM OpraHu3anuu u JApyrue oocrosTenbctBa), Aamunuctpatropa Wb, CucremHoro
aJIMUHUCTPATOpa M APYTHX COTPYIHUKOB, KOTOPHIM 1O POy pabOTHl OBUIM IMPEIOCTaBICHBI
MOBBIIIICHHBIE MTPaBA.

5.24. B ciydyae KOMIOpPOMETAllMH JIMYHOTO TMApOJIA II0JIb30BaTelNsl JOJDKHBI OBITH
HEMEJUICHHO TIPEANPHHATHI MEphl 10 BHEIUIAHOBOH CMEHE Maposied B 3aBUCHMOCTH OT
MOJIHOMOYHH BIIaJIeNIblla CKOMIPOMETHPOBAHHOTO MAPOJIs.

5.2.5. XpaHeHue COTpyIHUKOM (MCIIOTHUTEIEM) 3HAUCHU CBOMX MapoJieil Ha OyMaXXHOM
HOCHTEJIE JIOMYCKAeTCs TOJBKO B JIMYHOM, OTEYaTaHHOM BIIAJENIblIeM Mapojs ceilde, mudo B
ceiipe y aqmuHHCTpaTOpa MHPOPMAIMOHHON OE30MAaCHOCTH HIIM PYKOBOJUTENS MOIPA3/ICICHUS
B OIEYAaTaHHOM JIMYHOM TeUaThi0 KOHBEpTE (BO3MOYKHO BMECTE C MEPCOHAIBHBIMH KIFOYEBBIMH
HOCUTEJISIMU).

6. AHTUBHPYCHAS 3aIIMTA

6.1. B mensx oOecredyeHus: 3ammThl OT BpemoHocHoro I10, a Takke 3ammTHl OT
pa3NIMYHBIX BUJIOB aTak Ha paboune MecTa NpeaycMaTpHBaeTcs YCTaHOBKa Ha paboune MecTa
AHTUBHUPYCHOTO IPOTPAMMHOT0 00ECIeUeHHS.

6.2. OTBETCTBEHHOCTh 3a MOJJIEp’KaHHE YCTAHOBJIEHHOrO B Hacrosmedl MHcTpykuuu
MOPsAJIKA IPOBEJCHNS aHTUBUPYCHOT'O KOHTPOJIS Bo31araeTcst Ha CHCTEMHOr0 aJMUHUCTPATOpa.

6.3. K mnpumenenuto Ha [IK pomyckaroTcsi TONBKO JMIIEH3UOHHBIE aHTHBUPYCHbBIE
CpEICTBa.

6.4. Ha IIK 3ampemiaercss ycTaHOBKa NMPOTrpaMMHOIO OOECleYeHHUs, HE CBSI3aHHOTO C
BBIMOJIHEHUEM  (YHKUUH, TNPEAyCMOTPEHHBIX TEXHOJOTHMUECKUM TMpoIeccoM 00paboTKu
uHpopMaluu.

6.5. TToap30BaTenm nMpu paboTe cO ChbeMHBIMU HOCHTEIISIMH HH(POPMAITUH 00s3aHbBI TIepe;T
HayajoM paboThl OCYHIECTBUTH UX IMPOBEPKY Ha MPEIMET OTCYTCTBUS KOMITbIOTEPHBIX BUPYCOB.
JlomkHa ObITH HACTPOEHA aBTOMAaTUUYECKasi IPOBEPKA HOCUTEIS TIepe]] OTKPHITHEM.

6.6. CuCTeMHBI aJMHHHCTPATOp O0O0s3aH OCYIIECTBISTh WJIM  OpPTaHW30BBIBATH
NeproaruIecKoe OOHOBIIEHNE aHTUBUPYCHBIX MTAKETOB M KOHTPOJIb UX PabOTOCIIOCOOHOCTH.
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6.7. CucteMHBII agMUHHMCTPATOp O053aH MPOBOJHUTH MEPUOIUYECKOE TECTHPOBAHUE
BCETO YCTAHOBJICHHOT'O MPOTPpaMMHOTr0 oOecriedeHuss u auckoBoro mpocrpanctBa MCIIIx Ha
MpeIMET OTCYTCTBUSI KOMITBIOTEPHBIX BUPYCOB.

6.8. Ilpu oOHapyXeHHH KOMITBIOTEPHOTO BHpYCa I0JIb30BaTeNb O0s3aH MPEKPATHTh
Kakue-mibo neiictBus Ha cBoeM APM u HemenmneHHO A010XHUTH 00 3ToM CuCTeMHOMY
aJIMUHHUCTPATODY.

6.9. B cnyuae neoOxomumoctn CHCTEMHBIH aJIMUHHCTPATOp O00s3aH MPOBOJIUTH
«JIeYeHHEe» 3apaKeHHBIX (alIoB myTeM BbIOOpPAa COOTBETCTBYIOUIETO IYHKTa MEHIO
aHTUBUPYCHOU mporpammbl. [0 OKOHUAHUU «I€UEHHs» JOJIKEH OBITh MPOBEIEH MOBTOPHBIM
AHTUBUPYCHBIN KOHTPOJIb.

6.10. B ciygae obHapyxeHust Ha APM unm Ha CbeMHOM HOcUTeNne HHPOpMAIH BUPYyCa,
HE MOAJIAIONIETOCs «JIeueHHI0», CUCTEeMHBIN aIMUHUCTPATOpP 00s3aH 3anpeTuTh padboty Ha APM
U B BO3MOKHO KOPOTKHE CPOKH OOHOBUTH MAKET aHTUBUPYCHBIX MPOTPAMM.

6.11. [Ipu3HaKy 3apaskeHus MEPCOHATBLHOTO KOMITbIOTEpa BpeAoHOCHBIM [10:

e lI3MeHeHHE CTaHJApPTHOW CTapTOBOM CTpaHMIIBI TIOMCKA HMHTEpPHET-Opay3epa 0e3
BaIleTo OJ00PCHUS.

e HecaHKIMOHHUPOBAHHOE OTKPBITUE HOBBIX OKOH, MOSBICHHUE HA HKpaHe MOHUTOPA
COOOIIEHUH O TOM, YTO Ha KOMIIbIOTEpE 00HAPYKEHBI BPEAOHOCHBIC MITH PEKJIAMHBIE IPOTPAMMBI.

¢ CooOuieHns aHTUBHPYCa O HEBO3MOYKHOCTH OOHOBHUTHCH.

e OTKJII0YEHHE aHTUBUPYCA U CPEJICTB 3alUThHI, OTCYTCTBUE 3aIpOca MapoJis.

6.12. HeobxonuMo coOmroAaTh BHUMATEIBHOCTh TaK KaK HEKOTOpPbIE BPEIOHOCHBIC
pOrpaMMbl HEUTPAIU3yIOT BO3MOXKHOCTh OOHOBJICHHS AHTHBHPYCHBIX CPEJICTB, YTO JENaeT
CUCTEeMY 3aIIHUThl HeI(DPEKTUBHOIM.

7. Ilopsanok pocryna B cetb UHTEpHeT M paGoThI ¢ 3JIEKTPOHHOI MOYTOM

7.1. IlpaBuna paboTsl ¢ pecypcamu ceTu MHTepHeT.

3amnpeniaercsi OCyIIECTBIATh BbIX0/ B ceTh «MHTEpHET» IpH:

oTcyTcTBYyIOIIEM 100 He paboTaromieM Ha [1K ycTaHOBIEHHOrO aHTUBUPYCHOTO

CpEeJCTBA 3aIUTH HHPOpMAIIIH;

BO3HUKHOBEHUHU OIIMOOK aHTUBUpPYca (OTCYTCTBHE JIMIEH3UH, HAJIMYUE yrpo3, HE

0OHOBJICHHBIE 0a3bl);

HEBBITIOJTHEHUN OOHOBJIEHHUS ONEPAlMOHHON crcTeMbl 1 Opay3epos Ha [1K.

7.1.1. Jocryn k pecypcam cetu «UHTepHeT» mpenocraBisercss paOOTHHUKaM
Opranu3zanuu TOJIbKO /ISl UCTIOHEHUS JOJKHOCTHBIX 00S3aHHOCTEM.

7.1.2. 3anpermiaercst OCyIIECTBIATh JOCTYII K pecypcam ceTu «HTepHeT» B Ipyrux 1emnsx
(pa3BiieKaTenbHBIE U UTPOBBIE PECYPCHI, COLIMATIBHBIE CETU), IIOCKOIBKY TaKUE PECYPCHI MOTYT
OBITH UICTOYHHUKOM BUPYCOB U MPOHUKHOBEHHSI aTaKYIOLIUX.

7.1.3. HeoOx0oauMo 3aKphIBaTh CTPAHMIIBI CAHTOB C OOJIBIIIMM KOJMYECTBOM HaBS3UHUBBIX
PEKIIaMHBIX MTPEAIOKEHUH B BUIe 0aHHEPOB MJIM BCIUIBIBAIOLIUX OKOH CPa3y MOCIE UX OTKPBITHUSI.

7.1.4. 3anpermiaercs 3arpy’kaTh U 3amycKarhb (aiiibl U MporpaMMHOE 00eCcTIeYeHUE U3 CETH
«HTepHeTY.
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7.1.5. Pa3pemeno ckaumBarh (ailibl ¢ OQUIMATIBHBIX WHTEPHET-CATOB HM3BECTHBIX
Opranuzanuii, TpOBEPEHHBIX PEINO3ZUTOPHUEB, CANTOB OpraHoB Biactu P®d, TeppuTopHaibHBIX
opranoB ¢eiepaibHbIX OPraHOB HCIIOTHUTEIBLHON BIACTH, TOCYJaPCTBEHHBIX MTOPTAJIOB.

7.1.6. 3anperaercsi COXpaHsTh MapOJU Ha IOCTYI K MHPOPMAILIMOHHBIM PECypcaM B CETU
«HTepHeT» B K3IIe HHTEpHET-Opay3epa WM B OTKPHITOM Bujae. Jlomyckaercs HNpUMEHSATH
MeHekepsl mapoiei tuna Kaspersky Password Manager unu KeePass.

7.1.7. HeoOxommmo wuCMONB30BaTh Mpu padbore B cetu «HTepHET» Opaysepsl, It
KOTOPBIX OTCIEXHBAIOTCS M CBOEBPEMEHHO YCTaHABJIMBAIOTCS OOHOBIICHUS (HampuMmep,
Yandex.Browser).

7.2. IlpaBujia paGoThl ¢ 3J1eKTPOHHOM MOYTOH U 00JIaYHBIMHU CEpPBUCAMH

7.2.1. DnexkTpoHHas TOYTa W aKKayHTHl B OOJAuHBIX CEepBUCAX, MPEIOCTaBIIIEMBbIC
Opranuzanuei, 10KHA UCTI0IB30BATHCS MOIB30BATEISIMUA TOJIBKO JIJIS1 MUCTIOJIHEHHS! CITyKEOHBIX
00s13aHHOCTEH.

7.2.2. 3anpemaercsi:

HCIOJIb30BaTh Pa0OUUil 3JIEKTPOHHBIH a/ipec B IMYHBIX LENSIX WK U1 IEPECHUTKU TMUHBIX
COOOIIeHNH, Ul MOJNMCKH HA PAcChUIKM U JIpyrue cepBUCHl ceTH «MHTepHeT», a TakkKeIpH
perucTpanuy Ha J1ro0bIX caifTax ceTu «HTepHeT», eClIi 3TO MPSIMO HE CBA3aHO C JODKHOCTHBIMU
00s13aHHOCTSIMH;

UCIIOJIb30BaTh AKKAYHT B 00JJaUHOM CepBUCE JUIs JIMYHBIX LeJIeH;

7.2.3. B cuyxeOHBIX LeNIX HEOOXOJMMO HCIIOJIB30BaTh TOJBKO ITOYTOBHIM CEPBHC,
NpeaocTaBlIeHHbIN OpraHu3aiuen.

7.2.4. He nomyckaercsi mepemada mo cetu «HTepHeT» mHbOpManuu 00 y4YETHBIX
3anmucsaX (MMeHa TMoJb30BaTelied, Maposiy) M JApyro KoHGUAEHUMAIbHOW HH(pOpMaLuy,
BKJIIOYAIOIIEH MepcoHaIbHbIE JaHHbIE, KOMMEpUecKyto TaitHy Opranuzanuu U e€ napTHepoB, U
zp.

7.25. Ilpm HeoOXomuMmMocTH Tiepenada Takod uHpopmauuu dvepe3d «MHTEepHET»
MIPOU3BOIUTCS TOJIBKO C coryiacust e€ obnaaaress.

7.2.6. 3ampemaercs TEepexXOaUTh MO CCHUIKAM W OTKPHIBATh (ailibl B COOOIICHHUSX,
COJIepIKalHX:

TEKCT PEKJIAMHOT'0 XapaKTepa ¢ MPOChOOM MEePEeNTH MO CChIIKE WIH OTKPHITh BIOKEHHUE;

daiin u mapons ot (daiina;

uHpopmanuio, (alasl WIM CCBUIKM, HE HUMEIOIIME OTHOIIEHUS K CIyKeOHOM
JesITeIbHOCTH, paHee 00CyKIaeMoil TeMe U He 3aTpeOOBaHHbIE Y OTIPABUTEINS, B TOM YHCIE B
cllyyasix, KOrja OTIpaBUTENIEeM ABJIsIeTCs O(hUIIMaTbHas OpraHu3alus;

nH(pOpPMaIINIO, UMEIOUIYI0 OTHOIIEHHE K padoTe WM COCeIHUM MOJpa3/eieHusIM, HO
MIPUIIEIIYIO OT HEU3BECTHOTO JIMIIA.

7.2.7. Tlpu HEOOXOMUMOCTH CJIEAYyeT YTOYHUTH y OTHpaButens (mo TeinedoHy) ¢akr
MOCBUTKH COOOIIEHNUS, BBI3BIBAIOIIETO MTOI03PEHHUS O €r0 JOCTOBEPHOCTH.

7.2.8. Tlpu momydyeHWH MOO3PUTEIBEHBIX COOOIIEHUH OT HM3BECTHBIX TI0JH30BATEIIO
OpraHu3alii M TOJb30BaTENEe — HE YJAIATh COOOIIEHHE M COOOMMTH 00 3TOM QakxTe
Anmvunuctparopy Mb.

7.2.9. B cnyyae Hamuuus TOAO3PEHUH O MPHUCYTCTBUU BPEIOHOCHBIX MPOTrpaMM
Heo0xoauMo nHpopMHupoBath 00 3ToM Anmunuctpatopa Ub.
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7.2.10. Yaanare cooOIIeHus] OT HEYCTAaHOBIEHHBIX OTIPABUTENCH C MOJ03PUTEIbHBIMH
BJIOKCHUSMH, HE OTKpbIBas BJIOXKCHHUS, M OYHINATH KOP3WHY, TJI€ XPaHATCS yIaJCHHBIC
COOOIIeHU.

8. Ilopsiiok obecrieyeHusi 6€30NMACHOCTH NMPHU JUCTAHIIMOHHOI padoTe

8.1. Jlucranumonnas paborta oriaudaercss oT padboTel B OpraHuzanuu OTCYTCTBHEM
KOHTpoupyeMbix Opranuzanueit Mep pu3nueckoi 3auThl KOMIIBIOTEPOB, a TAK)XKE OTCYTCTBHEM
3alIMIIEHHON OQHCHOM ceTH, B KOTOpoil MoxeT padoraTts [IK 1 momydars HOCTYIK JIOKAIbHBIM
pecypcam. Ilpu 3TOM mNpuUMEHSIOTCA CpPEACTBA 3aIIMILEHHOrO J0CTyla, B TOM YHUCIE C
ucnoib3oBanueM VPN u cpencts mugppoBaHus.

8.2. AKTyasbHOCTH yrpo3 0€30MacHOCTH OMpEAETseTCs OLCHKON yrpo3, MPOBOIUMON B
Opranms3anuu. K yrpozam moryt otHocuthes: Kpaka [IK, Hocurteneit mHpopmManmu, mnaposeu,
KJItouel mudpoBaHus, BHIXO U3 CTPOsi 000pyA0BaHuUs, HECAHKIIMOHUPOBAHHBIN JTOCTYI YTPO3bl,
CBSI3aHHBIE C HECOOJIOICHUEM OTPAaHUUYEHUN HCIIOIb30BaHMs, BHEIPEHUE BUPYCOB H T.II.

8.3. CoTpyaHUKHU, KOTOPBIM pa3peniaeTcsl AUCTaHIIMOHHAA (popma pabOThI, JOIKHBI OBITh
JIOTYILIEHbI IPUKA30M, 3aKPEIUIAIOIINUM JIOJDKHOCTU U BUJBI paboT, Al KOTOPBIX pa3periaercs
JTUCTAHIIMOHHAs padoTa.

8.4. ucranmumoHHass paboTta paspemaercs ¢ wucrnonb3oBanueMm [IK, BbIZaHHBIX
Opranu3zanyeil 1 HACTPOEHHBIX C YYETOM TPeOOBAHUM HACTOALIEH UHCTPYKIIUH.

8.5. [Ipu npenocraBienuu AocTymna nois3oBarento Anmunuctparop Ub:

IPOU3BOJUT UHCTPYKTaXX COTPYAHMKA IO BOIpOcaM 0€30IaCHOCTH yJajJeHHON paboThl;

bopMupyeT HeOOXOIUMBIC TOMOJHHUTENIbHBIC cpencTBa ayreHTHduKamu (maponu, OTP)
u poctymna o VPN;

BKJIIOUAET YCWJICHHBI NPOQHIb OMEpPalMOHHON CHUCTEMBI M CPEACTB aHTUBUPYCHOM
3ammThl [1K;

BKJIIOYAeT TP HEOOXOJMMOCTH JONOJHHUTENbHbIE cpeiactBa MoHuTopuHra IIK u
MI0JIb30BATENIsl HA MPEAMET COOBITUI M MHIIMIEHTOB MHPOPMALIMOHHOM O€30MacCHOCTH.

8.6. Ilonp3oBarens mpu paboTe B IMCTAHIIMOHHON (hopme 00s13aH:

cobmo1aTh TpeOoBaHMs 6€30MaCHOCTH;

HE Coo00IlaTh HUKOMY TapoJib, HE BBIIUCBHIBATH €r0 M HE IepeaaBaTh CPEACTBa
ayTeHTU(UKALINH;

HPOSIBJISATH OJUTEIBHOCTh B OOLIIECTBEHHBIX MECTax U obecnednBaTh coxpanHocTh [IK u
JPYyroro BbIJIAHHOTO 000PYA0BaHUS;

npu yrpate I1K, HocuTeneit nHpopmanuy He3aMeNIUTENFHO cOo00IaTh A IMUHUCTPATOPY
Wb ans O6mokupoBaHMs JOCTYNa B OTKPBHITHIE paHee Pecypchl M TUIAHUPOBAHUS JalbHEHIINX
JEWCTBUU.

9. ITopsaaoK 00CTY:KHBAHUS M KOHTPOJIS

9.1. OGcmyxuBaHHE KOMIBIOTEpOB, cuctemHoro I10, mpuxmagaoro 10, UC mgomkHO
MIPOU3BOIUTHCS C 00ecTIeueHeM KOH(UICHIIMAIBHOCTH U 0€30MaCHOCTH MEePCOHATIBHBIX JaHHBIX
U MH(pOpMaIUK, KOTOpasi XpaHUTCS U 00pabaThIBAETCS ¢ UX MMOMOIIIBIO.

9.2. Tlosmp30BaTensiM 3alpeniaeTcss MPensTCTBOBAThH paboTe CPelCTB MOHUTOPHHIA MU
KOHTpOJIs1, TpuMeHseMbIx Ha [IK.

9.3. O0cmyXHBaHUE OCYIIECTBISIETCS:

BHyTpeHHuX MCII/IH Opranuzanun - CUCTEMHBIM aJMUHHUCTPATOPOM;

[1K — CucTeMHBIM aIMUHUCTPATOPOM MJIU Ha3HAUYEHHBIM CHEIUAINCTOM;
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BHEIIHUX © OOJAayHBIX CEPBHCOB - ONEpaToOpaMud JTUX CEPBUCOB IO JIOTOBOPY

(cornmamenuto) ¢ Opranuzanueil.

9.4. Yupasnenue nocrynom kK BHyrpeHHuM MCIIJIH, pecypcam u IIK ocymecTBisercs
CucTeMHBIM aIMUHUCTPATOPOM.

9.5. Ilpu HeoOXOAMMOCTH BBHIMOJHEHUS PEMOHTAa B CTOPOHHEM CEPBHCHOM ILIEHTpE
TexHuueckux cpenacts I1K HE0OX0aMMO CHATH ¢ HUX HOCHUTENN MH(OpMAIMHM WM HAJCKHBIM
00pa3oM y#anuTh ¢ HUX JaHHbIe. [lopsmgok paboThl C HOCUTENSMU B TAKOM CiIy4ae MPUBEACH B

9.6. MOHUTOPUHT U KOHTPOJIb KOPPEKTHOCTHU 3KCITyaTanuu mnonb3oBatensimu MC u TIK
BbINOJHAETCSE CUCTEMHBIM aIMUHUCTPATOPOM.

9.7. MoHuTOpHHT M KOHTpOJIb coOmtoneHuss mep OeszomacHoctd B MC m ma IIK
OpPraHM30BBIBAETCS U OCYILECTBIseTCS AqMuHucTparopom Mb.

10. OTBeTCTBEHHOCTD MOJIb30BATEJIS

10.1. Tlomb3oBaTens HECET OTBETCTBEHHOCTh B COOTBETCTBHHM C JICHCTBYIOIIMM
3akoHonaTtenbcTBOM Poccuiickoit denepanuu, a Takke BHYTPEHHUMH OpIraHU3allMOHHO-
pacropsauTeabHbIMI JOKyMeHTaMu OpraHu3aium 3a:

a) HapyIIeHue paboToCocOOHOCTH UITH BBIBO U3 cTpos ¢yHKIui 6e3onacnocti UCTT/IH,

1K u n1pyrux cpelIcTB aBTOMaTU3aLUY;

0) mnpeaHaMepeHHBbIC JACWUCTBUS, TMOBJICKIINE MOIU(PUKAMIO WX YHHYTOXKCHHE

nepcoHayIbHbIX JaHHbIX B YC;

B) HECAHKIIMOHUPOBAHHBIN TOCTYN K NEpCOHAIbHBIM JaHHbIM B IC;T)

pasriameHue NepcoHaIbHbIX TaHHBIX;

1) MpUYMHEHHE yuepda CyObeKkTaM MNEepCOHAJIbHBIX JaHHBIX, OpraHuzalud U HHBIM

JULIAM.

10.2. Cotpynnuku, wumeromue pacmupeHHsle npasa B HMC, B ToMm 4wmcie
Anmunuctpatopsl  MBb  u  CucreMHBIE  aJIMUHUCTPATOpbl, HECYT  OTBETCTBEHHOCTh
3a coOcTBeHHble jnelcTBUsA  (Oe3aeicTBHE), KOTOpbIE MPHUBEIM K  HEKOPPEKTHOMY
(YHKIIMOHUPOBAHUIO MPUKIATHOrO mporpammHoro obOecrneueHuss WC, yreuke nNaHHBIX, H
MIPUYMHEHUIO yiepOa B COOTBETCTBUU C 3aKOHOAATENbCTBOM PD.
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JINCT 03HAKOMJIEHHS

A uzyunii(a) u moHsuI(a) comepxKaHue:

- MHCTPYKIIMHU JOJDKHOCTHOMY JIMIY OIIEPATOPA mno obecneueHuro
0€30MacCHOCTH TEPCOHATBHBIX MJAHHBIX MPU HMX O00padOTKE C WCIOJb30BAHUEM CPEIICTB
aBromatuzanuu oT 01.09.2023 u 00513y10Ch €€ BBITTOTHSATS.

- HMHCTPYKIMMN JOJDKHOCTHOMY JIMILY OIIEPATOPA mnpu o0paboTke
MEePCOHANIBHBIX JaHHBIX 0€3 Mcroib3oBaHus cpeAcTB aBToMaTu3anuu ot 01.09.2023 u 00s13y10Ch
€€ BBITIOJIHSATE.

Ne ®damuansa Uma OTyecTBO JlaTa IMoanucek
n/n
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